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1. PURPOSE

This procedure aims to specify Koç University's overall stance on social media, define social media management policies, and establish procedures for the management of social media accounts for all departments, faculties, institutes and administrative departments.
2. SCOPE
The procedure extends to all administrative and academic personnel of the University.
3. REFERENCES
None.
4. RESPONSIBLITIES
4.1. The Communications Office is responsible for preparing and updating this procedure.
4.2. The Communications Office, respective department management and personnel are responsible for implementing this procedure.
4.3. All departments with a social media account should have a social media representative. Social media representatives are responsible for maintaining their department’s social media content and responding to incoming questions. Technical support and advice can be requested from the Communications Office. 

Social media is an effective tool of communication when used correctly, but it is also associated with many risks and has potential to create crisis. Social media representatives are responsible for understanding and following the social media procedure and crisis plan. Social media representatives are also responsible for notifying the Communications Office of all newly opened social media accounts and of any crisis occurring on any social media channel.  

Accounts that social media representatives are responsible for include the following services: Facebook, Twitter, Flickr, LinkedIn, SlideShare, Scribd, YouTube, Instagram and Pinterest.
5. DEFINITIONS
5.1. Social Media
Online networks where internet users can meet, keep in touch, share content, engage in discussions and form common interest groups are defined as social networks. Social networks offer a rapid flow of information which can help with organizing and promoting events as well as sharing breaking news and reminders with users.

5.2. Facebook
Facebook is an online social networking service which enables people to communicate with each other, share items of interest, and exchange information.
5.3. Twitter

Twitter is a microblogging service where users send and read messages called ‘tweets’. These messages are restricted to a maximum of 280 characters.

5.4. YouTube

YouTube is the world's largest online video-sharing portal. Members upload, share and interact with videos across various categories.

5.5. LinkedIn

Known as the social network of the business world, LinkedIn is a social networking service aimed mostly at business professionals.

5.6. Blog

A blog is a discussion page or website published by an individual or group of individuals writing about a particular subject. This will usually be a written diary or journal about their experiences of the subject, including knowledge, personal reflections and commentary.

5.7. Instagram

Instagram is an online social photo-sharing service allowing users to share photographs or videos either publicly or to a private network of pre-approved users.

5.8. Flickr

Flickr is a photograph and video hosting website allowing users to share photos and videos publicly and privately.

5.9. SlideShare

SlideShare is a service for hosting and publishing presentation slides online.

5.10. Scribd

Scribd is a digital library of electronic documents allowing users to publish and share documents, e-books and audiobooks online.

5.11. Social Media Representative

The individual responsible for managing social media accounts belonging to an institution or organization. Responsibilities include posting news and comments and answering incoming questions on behalf of the institution or organization. The Social Media Representative is also expected to notify relevant authorities and take precautions in the event of a crisis.

5.12. Social Media Crisis

A social media crisis is a situation in which negative, untrue news or content about an institution or organization is being disseminated through social media, and in which the consequences harm the institution or organization.

6. BASIC PRINCIPILES
6.1. It is essential that no personal information is disclosed and no personal profiles are used with University social media accounts. In performing their duties account managers/representatives should use profiles created with their ku.edu.tr email addresses. A member of the Communications Office and at least one person from the agency managing Koç University's social media accounts should also be specified as administrators in all social media accounts.
6.2. Requests by social media representatives to have content from the account they are managing shared through another official Koç University social media account, should be made to the Communications Office. The Communications Office will evaluate the content and respond to the relevant department.
6.3. Published content must comply with Koç University’s brand identity.

6.4. As social networks are open to the public, no information about private life or personal affairs should be shared on Koç University’s social media accounts.

6.5. As social networks are public, any music, quotes, artwork, photograph, video, etc shared through Koç University social media accounts must be correctly referenced or credited. This is especially important for copyrighted music (including music used for all films and videos) which must be paid for. Failing to do so may lead to legal action.

6.6. As an institution founded on scientific and educational activities, Koç University considers equally all philosophies, beliefs, views and orientations as a part of the constitutional right to freedom of expression. However, information shared about sensitive subjects such as political opinions, religious beliefs, gender, ethnic origin, sexual orientation may, by their nature, include a stance or preference, and may in turn be interpreted as the official stance of the University. Relevant departments (the President, Offices of the Vice Presidents, Communications Office, etc.) should be notified before sharing such content. Comments on articles published on social media are managed in the same manner.

6.7. Any errors made on social media should be openly acknowledged and corrected with an update, or with a correction post clearly referring to the previous error.

6.8. For Facebook accounts the roles of page admin/manager should be assigned to the Communications Office and the social media agency supporting Koç University. The respective social media representative should be assigned as editor.

7. METHOD
7.1. Koç University is not responsible for personally shared information. Koç University’s logo or any other related images should not be used with such content.
7.2. Students regularly updating and managing accounts (especially those of student clubs) should be continuously supervised and reminded they represent an official position of the University.
7.3. Crisis Management

7.3.1. When encountering a negative piece of writing, visual etc. the Communications Office must be consulted about whether and how to respond.
7.3.2. Before responding, a review should be conducted of the owner of the negative content and any of their previously shared content.

7.3.3. Social media posts may be misinterpreted. It is important to ensure content is clear and coherent. If a user is expressing disappointment or the subject of the post is of a sensitive nature, the individual should be contacted directly in consultation with the Communications Office in order to resolve the issue.

7.3.4. Often during negative/adverse events members of your social media communities may spontaneously move to defend the reputation of the University. This is permissible.

7.3.5. Social media channels such as Facebook and YouTube have rules regarding hate speech, harassment and similar offensive behavior. When removing unsuitable content, the individual or group should be notified including a quote of the rules and the users blocked if necessary.

7.4. Anticipated Comments, Feedback and Posts

7.4.1. Complaints About University Services

If a user posts a complaint regarding internal University services (such as information technologies, food, transportation, student affairs, etc.) the social media representative should report the situation in detail to the relevant department and reply using the template below. 

“Dear xxx / Dear Sir/Madam xxx / Hello xxx, thank you for reaching out. We have reported your problem to the relevant department and work is underway to resolve the issue as soon as possible.”

Once the problem is resolved, the social media representative should send the following reply.

“Hello xxx, thank you for reaching out. The problem you reported is now resolved. We kindly ask you to try or check again.”

If a post is received regarding security at the University the situation must be reported in detail to Koç University security personnel. The poster should be contacted privately to request detailed information. Below is an example of a private message.

Private message: 

“Hello Miss / Mrs. / Ms. / Mr. xxx. We’d like to speak with you about the security problem you reported. Is there a phone number we can reach you on?”

7.4.2. Job Applications

When a user requests information about job openings at Koç University or to make a general application the user should be directed to a webpage or email address. 

“Hello xxx, we are unable to accept job applications over social media. However, you can find information about open positions and how to apply at the following website: xxx”

“Hello xxx, please send your CV with a cover letter to this email address xxx. You can also find information about open positions at xxx”
7.4.3. Comments about the University Administration

Positive comments should remain as they are. Negative and impartial comments should be thoroughly examined and evaluated. If the content includes inappropriate, sensitive, inaccurate or misleading information about the University, Koç University reserves the right to remove such comments. 

Comments containing elements of hate speech, anger and insults should be removed.

7.4.4. Dialogue between Students

This is a potentially sensitive issue. Cases should be investigated in detail and the office of the Dean of Student should be notified.

Comments and conversations on positive events or news involving Koç University should be permitted. Posts containing elements of hate speech, anger and insults should be removed. If a reason is requested the user should be advised that the content was not in line with Koç University social media regulations.

7.4.5. Negative Comments about Koç University

Comments of individuals or groups who are not members of Koç University should be carefully read and followed, and the Communications Office notified. Such comments should remain so long as they do not include elements of hate speech, anger and insults. If they do, the user should be identified, contacted privately and asked for a suggestion on how to resolve the issue.  

7.4.6. Notable Commemoration Days and Weeks

A plan prepared in collaboration with the Communications Office will be followed for the celebration of notable commemoration days and weeks.

7.4.7. Natural Disasters, Terror Attacks and Public Incidents

Until a decision is made by the senior management, no comments should be posted about these topics over social media. Instructions on how to proceed will be received from the Communications Office.

7.4.8. Slander

Social media messages and/or comments which may be perceived as damaging to any person or group should immediately be removed.

7.4.9. Harassment and Privacy

Social media messages and/or comments that openly insult any individual or group or share private information (such as phone numbers and addresses) should be removed.

7.4.10. Messages Involving Legal Cases

Messages containing any detail or commentary on a legal case should immediately be removed. This applies to all past and future legal cases.

7.4.11. Comments on Race, Religion, Gender, Minorities and the Disabled

Comments insulting any person or group are not allowed. Any individual or group posting such comments should be blocked and reported to the relevant social network.

7.4.12. Threats and Statements Invoking Public Fear

Posts made with the intent to instill public fear, threats of terror, and any other form of message which includes threats against other individuals should immediately be reported to the Communications Office and Security Management. Before removing the content in question, the address of the comment should be noted and a screen capture of the comment should be retained.

7.4.13. Violence and Drugs

This kind of content should be deleted after taking a screen capture of the post and recording the user’s profile link.

7.4.14. Advertisements

Contents containing advertisements for a product or service should be removed.

7.4.15. Suicide Attempts and Statements Involving Self-Harm

If a user posts a message mentioning suicide, suicide attempt or self-harm, the following steps should be taken.

· A response should be given to the poster of the message both publicly in context, and privately. A screen capture of the original post should be retained. The Communications Office, Security and other relevant departments should be contacted immediately with all details about the user. Below is an example private message to be sent to the original poster.

Example message: ‘Dear xxx, we’ve sent someone to help you. Please remain calm and stay where you are until they reach you.’

7.4.16. Posts in Foreign Languages

Posts in foreign languages should be replied to in the same language.

7.4.17. Medical Discussions

Users may discuss their health problems, but detailed discussions involving medical diagnoses should not be allowed.

8. RECORDS
Social media representatives are responsible for organizing and following all reports regarding their accounts, and recording all questions and replies on social media. The Communications Office maintains a record of all posted messages and visuals in Excel format including time and date.

9. REVISION
The Communications Office is responsible for revising and updating this procedure. Revisions are made annually in accordance with any new requirements.
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